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Abstract: The researcher has recently been working on the authenticity of information
particularly with the use of cryptographic hash functions such as MD5 and Secure Hash
Algorithm (SHA). After critically analyzing the Hash-based Message Authentication Code
(HMAC) algorithm, the researcher finds out that it can still be improved and strengthened by
adding the T9 conversion, which also adds more complexity and security to the system. T9
keypad-based conversion is used in converting the data and this pre-converted data would then
pass through the process of encryption using HMAC encryption algorithm. This work focuses on
following the cryptosystem design, and includes the study of the activity process and procedures,
as well as the method of the proposed system. Cryptography key, plaintext, message security,
cipher, message authentication code, and hash function are the major activities that go with the
cryptosystems. The study uses the incremental model approach to generate and illustrate the
system functions and architecture of this project. The resulting system is a new algorithm
developed using hypertext preprocessor (PHP) in a form of Library PHP file by the researcher
for securing the integrity and authenticity of the data. It provides high security of text data with
the use of authentication process integrated with the new researcher-developed T9 encryption
decryption process.
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1. INTRODUCTION

Security of data to maintain its confidentiality, proper access control, integrity and
availability have been among the major issues in data communication. When a sensitive
data is placed on a communication pathways, it must then be foremost in the sender’s
mind that the information should not get intercepted and read or decrypted by others.
Codes, hence, form an important part of our history, starting from the paintings of Da
Vinci and Michelangelo to the ancient Roman stenographic practices, the necessity of
data hiding is obvious (Pediapress, 2011).

Today in the electronic age, the need to protect communications from prying eyes
is greater than ever before. Cryptography, the science of encryption, plays a central role
in mobile phone communication, e-commerce, Pay-TV, sending private e-mails,
transmitting financial information, etc. It touches on many aspects of daily life. Today’s
technology can be traced back to the earliest ciphers, and has grown as a result of
evolution. Code breakers set to work on these and eventually find flaws, forcing
cryptographers to invent better ciphers, and the cycle goes on. The significance of key is
an enduring principle of cryptography (Mahapatra, 2007).
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Providing confidentiality is not the only objective of cryptography. Cryptography
is also used to provide solutions for other challenges like: data integrity, where the
receiver of the message can check whether the message was modified during
transmission, either accidentally or deliberately. No one should be able to substitute false
message for the original message or parts of it (Abo-Elsoud, 2013); and authentication,
where the receiver of a message should be able to verify its origin. No one should be able
to send a message to the receiver and pretend to be the sender (data origin authentication).
When initiating a communication, sender and receiver should be able to establish entity
authentication (they should be able to identify each other), and non-repudiation (sender
should not be able to later deny having sent the message).

The need for techniques providing data integrity and authentication has arisen due
to the rapidly increasing significance of electronic communication (Delfs, 2015). System
analysis is a detailed study of the different tasks or operations done by a process and the
relationships within and outside of the system (Jawahar, 2014). The key issue involves
the lack of the aspects in the existing process, and the solutions to solve this. Therefore,
the analysis starts with the existing system.

The researcher analyzes the existing process of data encryption. Figure 1 shows the
process involved in the existing data encryption process. The process starts when the
sender sends a ’Plaintext’. This plaintext may contain alpha or numeric characters, and
serves as the message of the sender. The plaintext goes to the process of encryption. In
this stage the message/plaintext is converted to a secret code through the aid of the Hash-
based Message Authentication Code (HMAC) algorithm. This process of algorithm uses
a secret key together with the hash message. The sender’s HMAC and the plaintext will
be sent to the receiver. Then the plaintext and receiver’s key will calculate the receiver’s
HMAC. After the calculations, it will authenticate and compare the sender’s HMAC to
the calculated receiver’s HMAC (Bruen, 2005).

But after critically analyzing the HMAC algorithm, the researcher finds out that it
can still be improved and strengthened by adding the T9 conversion, which also adds
more complexity and security to the system. T9 keypad-based conversion is used in
converting the data and this pre-converted data would then pass through the process of
encryption using HMAC encryption algorithm.
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Figure 1. Existing process of data encryption.
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This paper aims to improve the data security of encrypted data using HMAC and
T9-based data conversion. This also seeks to increase the way the existing algorithms
hold and encrypt the data, and implements new way of security for invulnerability of the
cyphertexts. This process will cover the message security, message integrity, user
authentication and key management of messages and data transfers. The process involved
in encrypting data and information in this system is only dedicated in hypertext
preprocessor spell-out language and cannot be implemented in other programming
languages.

Adding T9 keypad-based conversion strengthens the security and adds protection
that does not rely only on the default computer security. The built-in protections may be
adequate in cases like hackers or intruders who have not learned how to get around a
simple default mechanism or when no one is interested in stealing data from a particular
computer. But many hackers do have the skills and resources to break various security
systems.

One of the most important tools for protecting data from an unauthorized access is
data encryption and in this system, it did not only rely on the process of encryption. The
proponent proposed a new way of securing data. Even if hackers obtain the contents of
the file, the accessed information is useless.

2. METHODOLOGY

Following the cryptosystem design is central in this work. A cryptosystem is a suite
of algorithms which are needed for security service, particularly in achieving
confidentiality or encryption (Menezes, 2014).

Three (3) algorithms comprise the cryptosystem. These are the key generation, the
encryption, and the decryption algorithms. Cipher, also called cypher, refers to a pair of
algorithms called encryption and decryption. Therefore, when the key algorithm is
important, that cryptosystem is most used. Both “cipher” and “cryptosystem” are used for
symmetric key techniques, thus cryptosystem is commonly used in public key techniques
(Dietrich, 2007).

Incremental approach is used in this study in order to generate and illustrate the
architecture and system functions. Incremental model is a process of software
development where requirements are broken down into multiple stand alone modules in
a software development cycle. Each iteration passes through the requirements, design,
coding and testing phases. And each subsequent release of the system adds function to
the previous release until all designed functionality has been implemented. During
requirement analysis, the researcher collects the requirements and specifications of the
software. Some high-end functions are designed during design stage while coding of the
software is done during code stage. Once the system is deployed, it goes through the
testing phase (Pressman, 2010).

[14]
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Message security

Figure 2 shows the process of security services related to message or entity. This
process of security provides four services: privacy (confidentiality), message
authentication, message integrity, and non-repudiation (Chandra, 2015).

Message privacy

Sender and receiver of the encrypted data retain its confidentiality. The transmitted
message must make sense only to the intended receiver. To all others, the message must
be unintelligible. Encrypted information is virtually hidden from everyone who doesn't
know how to decrypt it or doesn't have the appropriate key (Kumar, 2004). This makes it
possible to share secret information over unsecure communication channels, such as the
local area network (LAN), thus providing confidentiality even though the network itself
is quite open. Encryption ensures confidentiality of stored data even if the computer itself
gets compromised or stolen. To achieve privacy, the message must be encrypted. That is,
the message must be rendered unintelligible to unauthorized parties (Forouzan, 2007).

Message authentication

Message authentication means that the receiver needs to be sure of the sender’s
identity and that an impostor has not sent the message (Hamid, 2008). In message
authentication the identity of the user is verified once for each message or data sent across
the network.

Confidentiality
Message -
Integrity
Authentication
Security Services
Nonrepudiation
Entity Authentication

Figure 2. Security services related to message or entity.
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Integrity

Integrity means that the data arrived at the receiver are exactly what are in the
sender’s original plaintext (El-Bendary, 2015). There must be no changes during
transmission, either accidental or malicious.

Non-repudiation of data origin

Non-repudiation means that the receiver must be able to prove that the received
data are from a specific sender (Dixit, 2007). The sender must not be able to deny sending
a message that he/she, in fact, did send. The burden of this proof falls on the receiver. For
example, when a sender sends a message containing data, the receiver must be able to
prove that the sender actually requested this transaction.

3. RESULTS AND DISCUSSION

The project entitled “T9-Based Conversion for Data Encryption/Decryption” is a
new algorithm developed using hypertext preprocessor (PHP) in a form of Library PHP
file by the researcher for securing the integrity and authenticity of data. It provides high
security of text data with the use of authentication process integrated with the new
researcher-developed T9 encryption decryption process. Authentication and encryption
processes add an essential job in securing data. Security is needed in forwarding the
protected data over the network; it is also compulsory in storing and retrieving
information from the database. Mostly, all the information in the web is confidential and
needs to be secured from intruders and hackers, and a wide range of applications and sites
over the net demand high security.

Hash-based Message Authentication Code (HMAC)

A public and private key is provided to the server and the clientin HMAC (Cuppens,
2014). Although the public key is identified, the private key remains known only to the
specific server and client. The client then requests for a unique HMAC which hashes that
data. After the server compares the two HMACs—one from the server and the other one
from the client—and if they match, the process is called a handshake. The key and the
message are hashed in separate steps which make HMAC more secure compared to
Message Authentication Code (MAC).

There are two benefits of HMAC treatment of the hash function as a black box. The
first is using it as a module in implementing HMAC with the code pre-packaged and
ready to be used without any modification. Second is the ability of the HMAC hash
function to be changed into a new module. This ensures the safety of the hash function
once compromised.

In addition, this feature of the HMAC and its ability to provide a reasonable
cryptographic strength is indeed its main advantage over other proposed hash-based
schemes. Any MAC has the security feature of embedded hash functions. HMAC embeds
both the strength of the embedded hash function and the strength of the HMAC. The
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strength of the MAC security feature is tested within a given amount of time by the forger,
and the message is paired with the same key.

The proposed system

This work includes the study of the activity process, procedures, as well as the
method, of the proposed system. Cryptography key, plaintext, message security, cipher,
message authentication code, and hash function are the major activities that go with the
cryptosystems.

Figure 3 shows the T9 encryption process algorithm wherein $t9encrypt is the
standard variable for converting plaintext through T9-based conversion, H is the hash
function, Il is the concatenate, Key is Keys 1-9 representing keypad numbers, |_number
represents index number in keypad, $checksum holds the value of the generated HMAC,
$secretKey holds the value of the key to be used in HMAC. The first priority are the space
and dash, second are the numbers, third are the special characters and extended KEY
ASCII KEY1, and the fourth priority are the alphabet, acute, accent and stressed letters
KEY2-9. HMAC integrated by T9-based conversion is used for authentication of code.

Figure 4 shows the T9 decryption process algorithm wherein $t9encrypt is the
standard variable for converting plaintext through T9-Based Conversion, H is the hash
function, Il is the concatenate, Key is Keys 1-9 representing Keypad numbers and
I_number represents Index number in Keypad. The first priority are the Alphabet, Acute,
Accent and Stressed Letters KEY2-9, second are the Special Characters and Extended
KEY ASCII KEY1, third are the numbers, and the fourth priority are the space and dash.
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Friarity 1: Spoce and

Diash 3t3encrypt= Replace ** by *_"
StSencrypt= Replace ¥ by * ¥

Frigrity 2: Mumbers St9enc| Replace “Number” by * Number™ ]
Y > rypt= Rep by

Pricrity 3: Spedial
Choracters, Extended — StSencrypt= Replace “Special Characters” by “ Key| |- I_number”
Key ASCH KEY

Friority 4: Alphobet,
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Stremed Laftars > St8encrypt= Replace “ Letters” by * Key| |-I_number®

KEY2-9

HMACFTS: HMAC

Integrated by T9-Bosed
Conversion for Sckecksum= H[St9encrypt | | Ssecratiey] =
Authentication Code

$t9encrypt = Stondaord varioble for converting plaintext through T¥-Based Conversion
H = hash function

Il = concatenate:

Kay = Keyl -% representing Keypad number

I_number = represents Index number in Keypad
Schecksum = holds the value of generated HMAC
Ssecretkew = hold the volee of key to be used jn HWM&C

Figure 3. T9 encryption process algorithm.
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Figure 4. T9 decryption process algorithm.
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Figure 5. Data encryption with T9-based conversion.

Figure 5 shows the encryption process of T9-based conversion. The process starts
when the sender sends a ’Plaintext’. This plaintext may contain alpha or numeric
characters that serve as the message of the sender. The plaintext goes through the process
of T9-based conversion and is converted into a T9 value. The T9 value will now be used
in the encryption process. At this stage, the T9 value will be converted into a secret code
through the aid of the HMAC. This process of algorithm uses a secret key together with
the hash message. The sender’s HMAC and the plaintext will be sent to the receiver. The
plaintext will now convert to T9. The receiver’s key and the T9 will now concatenate for
the receiver’s HMAC calculation. After the calculations, it will authenticate and compare
the sender’s HMAC to the calculated receiver’s HMAC.
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Account verification and data decryption

This shows how an integrated HMAC and T9 is used for verification and data
decryption. Figure 6 shows the process of account verification and data decryption. The
user inputs a username and password. The data input will be converted into T9 encryption.
For username HMAC calculation, the T9 encrypted username will concatenate with the
secret key. And for the password HMAC calculation, the T9 encrypted password will
concatenate with the secret key. The calculated username HMAC and password HMAC
will be compared to the database for the authentication of decryption. After the
authentication, the T9 encrypted data will now be decrypted.

Integration between Hash-based Message Authentication Code (HMAC) and T9-based
conversion

Compared to other data authentication processes, the integration of T9 process
makes the authentication more unbreakable. Following the common process of
authenticating data using HMAC, the message or the data is concatenated with the shared
public key between the two users, and uses a hash function. In the integration of T9
process with the HMAC, the common process of authenticating data has changed and
covered up the real data. The new process has added a T9 process before executing the
HMAC function. This new authentication process is more secure and efficient because it
uses “256 bit” sha256 hash function, and covers up the real message with T9 process. It
would take a year to break or extract the real data in the authentication process, and the
integrated system makes this data possibly unbreakable due to the additional static key
which is declared. The efficiency of the newly developed algorithm for authentication is
from having been built as PHP file library of values of T9-based conversion, namely
“T9Encrypt.php” as encryption for T9 process. The library file also includes the
corresponding standard for the variable key used by the researchers to be employed in
HMAC calculations. The “T9Encrypt.php” consists of the T9-based conversion process
for T9 encryption, and automatic HMAC calculations for data authenticity. Along with
the building of the “T9Encrypt.php”, a counterpart is also built, namely “T9Decrypt.php”,
which will decrypt the T9-Based Conversion Process.
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Figure 6. Account verification and data encryption process.
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The developed algorithm can be used in different ways. One way is to use the
“T9Encrypt.php” itself as the authentication process for checking the integrity and
authenticity of data. Another is for the use of the authentication process from
“T9Encrypt.php” for decrypting a T9-based conversion, and calling the “T9Decrypt.php”
for decryption.

Table 1 presents the result of the unit testing done. This shows whether the library
and variables have passed or failed during and after the procedure.

All the library and variable functions are working as intended. The encrypt library
function can generate cipher texts as intended and the cipher texts can be decrypted using
the decrypt library.

Table 2 shows the problem encountered during the execution of process in the
integration testing. The failure of the initial testing of the registration module is due to
the use of “varchar” data type to the fields in the database. This type can only handle a
limited number of numeric data, characters, spaces or punctuation. Replacing the data
type “varchar” to “longtext” is the key in debugging and avoiding errors in the execution
of processes.

The failure of the initial testing of the login module is due to the wrong use of the
syntax in T9Encrypt.php library. If the registration module can’t handle the data that is
stored in the database, the encryption of data may have conflict or will result to data
deficiency. The solution is to change the data type “varchar” to “longtext”.

The failure of the initial testing for viewing information is due to the wrong type of
data in the fields of database the encryption and decryption relies on for the process.
T9Decrypt.php uses authentication of data by means of the HMAC algorithm combined
with the concatenation of the T9encrypt data and the secret key. To fix this failure, the
right use of data type in every variable declared in the T9Decrypt.php and T9Ecrypt.php
must apply.

Table 1. Summary of results after conducting unit testing.

Library Variables Passed Failed
T9ENCrypt $t9encrypt (global variable)
(PHP file
library) $t9encrypt=str_replace (string function)

$secretKey (global string variable)

$checksum=
hash_hmac('sha256',$t9encrypt,$secretKey);
(global string variable)

T9Decrypt $t9decrypt (global variable)
(PHP file

library) $todecrypt=str_replace (string function)

global $keyl to $key9 (global variable)

ANRNRNERNEANANAN
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Table 2. Summary of results after conducting integration testing.
Module Connected Failure New | Modified

- the encryption of data can only
handle a limited number of

Registration | T9Encrypt.php characters

- there is error in saving data in E P
database when the field text data
is set to” varchar”.

- if the data that was sent was

Log In TOENcrypt.php wrong due to syntax errors in the F P
database, the user would not be
able to log in.

- the information that the user
views might be

View incomprehensible text if data

Information | | 9DECTYPL.PP sent was invalid to the database

due to the syntax error, and the

decryption process would not

work as intended.

Legend: F = failed; P = passed

4. CONCLUSIONS

To protect people’s privacy, encryption and decryption technology is becoming
more and more important in the communication area. It is an excellent tool for protecting
data and information from unauthorized access, use, disruption and disclosure. The
following conclusions can be drawn from this study: (1) Hash-based Message
Authentication Code provides web developers with technology that ensures data and
information availability, security, integrity and confidentiality when being sent and
saved; (2) T9-based conversion features flexibility of values of every character. It gives
strength and power to algorithms. It adds another layer of security and it has a self-
generated unique signature for the authentication process that can be used to decrypt T9.
This algorithm used in the encryption and decryption opens up new possibilities for
developing new algorithm. (3) In order to process and decipher the encrypted messages,
the cracker or hacker would have to figure the structure of the library which composes
the T9 conversion, secret key and hash function used in creating the unique signature in
decrypting T9. It is special because it is so different in that it doesn’t rely on the basic
processes and computation that computers basically do, like binary, hexadecimal and
more. It would be especially useful for protecting and securing data wherein the basic
processes and computation is revealed. (4) The developed system is working as intended
based on the result of the unit and integration testing.

5. RECOMMENDATIONS

The researcher believes that this new encryption algorithm can still be enhanced
and made more complex. The following areas can be improved: (1) the library can be
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enhanced by adding more features suitable for the algorithm; (2) random values should
be generated for each character to decryption key to strengthen the data; and (3) this
project can be implemented to other programming languages by rebuilding the process
concept of T9 encryption so that it can be used not only in web development but also for
many other purposes.
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